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Special Data Security Release

Keystroke POS Version 6.3 and the new Keystroke Payment Module (aka, KeyPay) provide important tools necessary for your
business to operate a secure payment environment and significantly reduce the risk of losing sensitive payment card data.

SBS wishes to be clear and fair regarding the purpose and need for this special data security release. While prior versions of
Keystroke POS don't violate the critical rule of never storing raw credit card swipe information, and recent versions provide tools
to regularly purge other unnecessary payment data, versions prior to v6.3 do not satisfy all recommendations of the Payment
Card Industry Security Standards Council (PCI SSC) as mandated by the card brands Visa,® MasterCard,® Discover,® American
Express,® and others.

Keystroke POS v6.3 with KeyPay has been validated by the PCI Security Standards Council to be in full compliance with the latest
Payment Application Data Security Standard (PA-DSS v1.2). This software release has been developed specifically to enable your
business to comply with the merchant requirements defined by the PCI Data Security Standard (PCI DSS).

Learn more at www.PCISecurityStandards.org

FREE Update with Any SBS Software Maintenance Plan

All registered copies of Keystroke POS with an active Software Maintanance Plan (Updates Plus, Silver, Gold, or Platinum)
are now eligible to receive the software update to Keystroke POS Version 6.3 with KeyPay. (Some restrictions apply.)

But dont wait... security risks, PCl rules, and software development costs related to PCl are only expected to increase.

To request a FREE Update CD or to order a maintenance plan, contact your Authorized Keystroke Dealer or SBS today.

— TIPS >>>Fast >>>Reliable >>> Affordable >>> Secure —

MERCURY PAYMENT SYSTEMS' 800.846.4472 www.MercuryPay.com
Now is a perfect time to take advantage of the new * Faster and more secure transaction processing
fully integrated and PCI PA-DSS validated payment e Fully integrated and PCl validated payment software

processing software, Keystroke POS v6.3 with KeyPay! < Competitive rates and FREE gift card processing
Built-in dial backup mode in case of internet interruption
Exclusive MercuryStand-In processor outage protection
e Automatic daily settlement and daily deposits

Exclusive PCI Partner Program — Includes discounted PCl
support services & breach reimbursements up to $40,000

Not only will your business be taking important steps
to more securely handle credit card data, you and your
customers can reap many other benefits from smart
payment processing with Mercury Payment Systems.

If you do not already have a merchant account with Mercury Payment Systems, it's easy to get a FREE rate quote.
Call Mercury's Keystroke specialist Daniel Aspan at 800.846.4472 Ext. 4829.

THE CLEAR CHOICE IN RETAIL AUTOMATION

www.KeystrokeP0S.com
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Keystroke POS with KeyPay Features

Development of the new Keystroke Payment Module (KeyPay) represents only part of what was needed to pass the stringent
requirements set forth by the PCI SSC. It was also necessary to add a variety of new features to the Keystroke POS software
itself. Below are brief descriptions of important features added to the Keystroke POS/KeyPay system:

e Encryption — High level encryption used in the temporary storage and transmission of security sensitive information.
¢ Tokenization — Replacement of all sensitive card data stored in Keystroke POS with non-sensitive tokens.

e Multiple Merchant Accounts — Improved setup and handling of multiple Merchant Accounts.

e Windows Service — A more secure installation method for more reliable processing.

e Strong Passwords — Ability to abide by PCI mandated user accessibility controls.

e PCI Compliant Settings Alerts — On-screen notifications regarding potentially non-secure configurations.

e PA-DSS Implementation Guide for Keystroke POS — A critical element of the PCI PA-DSS certification.

Other Electronic Payment Solutions

Contrary to common assumptions, stand-alone payment terminals and even payment applications such as PCCharge™ DO NOT
exempt your business from meeting the PCI merchant requirements to comply with PCI DSS.

Many older payment terminals are not PCl compliant and are at risk from skimming and other deviant techniques. Even the latest
version of PCCharge™ is only acceptable by PCI until next year. While this will likely be addressed in new releases, users should
consider the ongoing added cost to upgrade and support such applications. In addition, other PCI requirements such as strict
employee access and password controls must still be provided in your POS application.

Version 6.3 with KeyPay and Mercury Payment Systems is currently the only fully integrated and PCl validated payment solution
available for Keystroke POS. While SBS understands the need for alternative PCl compliant payment solutions and is actively
working to find other practical options, we remain very comfortable in recommending Mercury to our customers. In over six
years, SBS has learned of very few customers dissatisfied with Mercury among hundreds of satisfied customers.

SBS encourages customers to contact Mercury for a FREE rate quote, and to consult with your local Authorized Keystroke Dealer
before committing to any other payment solution. While Keystroke POS v6.3 does include the ability to continue using less secure
payment integrations such as PCCharge,™ KeyPay with Mercury is the only PCI compliant solution available at this time.

s *More on PCI Validation and Merchant Requirements

If your business accepts credit cards and you're not already familiar with the term PCI, you soon will be. As mandated and led by the card
brands, the Payment Card Industry Security Standards Council (PCI SSC) is the organization working to better control the costs and risks
associated with the theft and unauthorized use of credit card data.

Along with other means, the PCI SSC is pressuring all merchant service acquirers and processors to ensure their merchants sufficiently
protect card holder data from theft. Regardless of your business size or service provider, your business is likely required by contract to
comply with the PCI Data Security Standard guidelines (PCI DSS), and may be required to complete a PCI Self-Assessment Questionnaire
(SAQ) which will help to identify problem areas in your business operation. Many smaller merchants may be able to address most of the PCI
DSS internally or with the assistance of a local POS dealer. However, one of the most important requirements of the PCI DSS and the SAQ is
to use a PCl validated payment application that will help to protect sensitive data through strong encryption and access controls.

Keystroke POS v6.3 with KeyPay has been independently validated by Coalfire Systems, a PCl approved Qualified Security Assessor, to be

in full compliance with the latest Payment Application Data Security Standard (PA-DSS v1.2). Validation was approved by the PCI SSC in
August 2009, and is valid until October 2013 subject to annual fees paid by SBS to the PCI SSC.

While no technology solution can eliminate all risks, use of Keystroke POS in accordance with our PCl approved “PA-DSS Implementation
Guide for Keystroke POS” (provided free with the v6.3 update) and the current PCI DSS for merchants, will enable your business to operate in
compliance and with reduced risk.

Learn more at www.PCISecurityStandards.org
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